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A ni neteen-hour period during which the primary site believed it knew the tinme and
did not. No data was |lost; eleven nonths of prior data became unusabl e, which was
wor se.

REDACTI ON: Two personnel nanes and the specific failure signature of a third-party
reference unit are withheld. The manufacturer was notified in 1993 and the fault was
corrected in a subsequent revision.

SUMMARY

On 6 February 1993 the primary reference at Site ARGENT entered a fault state
in which it continued to output a valid-Iooking signal derived froma fail ed
i nternal source

It did not flag the fault. It did not fall back. It asserted, for nineteen
hours, that it knew the tine.

Downstream systens believed it, because they had been designed to believe it.

SEQUENCE

Time (UTC) Event

06 Feb 04:12 Internal source fails. Unit continues to output; no alarmraised.

06 Feb 04:12 ? 23:31 Nineteen hours of timestanped acquisition against a drifting reference.
06 Feb 23:31 Operator notices a disagreement with a secondary unit during routine conparison.
07 Feb 00: 04 Acquisition halted.

07 Feb 06:20 Fault confirmed as internal to the reference unit.

08 Feb Scope of affected data assessed.

CONSEQUENCE

No data was | ost. Every byte witten during the nineteen hours is still held.
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The danmage was to everything before it. The site had been operating with a
single reference and a secondary used only for periodic conparison. Wen the
primary was found to have failed silently, the institution could no | onger
denonstrate when the failure had begun -- only when it had been noti ced.

The | ast conparison that could be trusted was el even nonths earlier

El even nonths of acquisition therefore becane unusabl e, not because it was
wrong, but because we could no |l onger prove it was right. Mst of it probably
was. That is not a standard this institution accepts.

ROOT CAUSE

The proximate cause was a conponent failure in a third-party reference unit,
in a node the manufacturer had not anticipated and which is w thheld here.

The actual cause was ours: a design in which a single instrument could assert
correctness with no independent nmeans of contradiction, and a conparison
schedul e sparse enough that a silent failure could hide in it for the better
part of a year.

The unit did exactly what it was built to do. W had built a systemin which
that was sufficient to destroy el even nonths of work.

CHANGES

- 1. No single reference may be authoritative. Three-way conparison, with
di sagreenent surfaced rather than voted away.

- 2. Comparison cadence raised fromquarterly to continuous, with the
conparison itself |logged as a first-class observation

- 3. Disagreenent is an alarmstate, not a diagnostic to be reviewed | ater
A systemthat cannot say what tinme it is nust say so.

- 4. Provenance attached at acquisition, so that any future | oss of confidence
has a bounded bl ast radius instead of extending back to the |ast good check

Item4 is the direct ancestor of the signed tinme attestati ons now carried by
Project Polaris, and item3 is why Polaris is built to report
di sagreenent rather than to resolve it

STANDING LESSON

This incident is taught to every incom ng nmenber of Directorates | and Ill. The
Il esson is not that instruments fail. It is that **an instrunent that fails

I oudly costs you an afternoon, and an instrument that fails quietly costs you a
year** -- and that the difference is a design choice made |ong before the
failure.

End of record SEN-93-112. Reproduced fromthe Archive of record at MERI DI AN. Handling markings are
internal publication conventions of Sentinel Research Group and correspond to no external schene.

Rel eased by the Disclosure Board under Protocol Signa // sentinelco.calarchivel/sen-93-112 Page 2



